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Problem #1

Security
Breach and
Data Leakage
Occur Due to
Unmanaged
Employee
Devices

Threat #1
Malware and
Phishing Attacks

Threat #2
Policy Violation

Threat #3
Outdated
Software and OS

Devices must be monitored
to prevent access to harmful
sites and malware.

Devices must restrict access
to certain applications and
websites.

Devices must always be

updated to prevent security
exploits and cyber attacks.




Problem #2

Challenge #1
Maintain employee productivity.

Employee
Management Challenge #2

Ensure employee use applications that are
for boost allowed only for work.
Productivity

Challenge #3
Slow, inconsistent, or manual software

deployment across multiple devices in a
network.




What is Vanguard Desktop Management?

Vanguard Desktop Management (Vanguard DM) is a powerful, all-in-one
solution designed to help businesses and organizations take full control of
their Windows and Linux devices. From enforcing policies and distributing
apps and patches to providing remote support and detailed
hardware/software inventory, Vanguard DM simplifies desktop management.
It boosts security, ensures compliance, and drives productivity — all from a
centralized platform.
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Who Should Use Vanguard DM?

Companies and
Corporates

Empower IT teams to
seamlessly monitor,
control, and secure

all office devices
across departments.

A

000
olooojo
ol N lo

Educational

Institutions
(Schools & Universities)

Simplify the
management of
student devices and
computer labs with
centralized control
and automation.

N

Government Agencies
& SOEs (State-Owned
Enterprises)

Maintain strict IT
security standards and
meet regulatory
compliance with full
oversight of endpoints.
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Startups & MSMEs
(Micro, Small, and Medium
Enterprises)

An affordable and
scalable solution for
small businesses
seeking simple,
effective desktop
management.
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The leading solution for managing Windows & Linux devices in businesses and organizations.
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Easy Registration

Deploy Vanguard Agent silently in just a few clicks — no user interaction required. Once installed, the
device is instantly registered and ready to be managed.

© Setup - Vanguard Agent version 1.0.4 - X
Installing
Please wait while Setup installs Vanguard Agent on your computer.
Extracting files...
C:\Program Files\Vanguard Agent\service_monitoring.exe
I
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Install Vanguard Agent Device is now managed



Supported Devices
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Windows 10 & Windows 11 Linux Ubuntu
(Pro, Enterprise, Education editions) (22 & 24 version)
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Name

— P C - Centralize and streamline application
deployment across your organization.
AnyDesk Action
J——— oy Rk == e Vanguard App Store: Install or upgrade
= applications remotely via the centralized
DB Browser for SQLite 5 o, e 8 g App Store,
o =3 e Manage App Store Content: Configure
- ] and customize available applications
Go Programming Language amd64 go1.23.0 opr— po— m . .
. within the Vanguard App Store.
GoeSivoms =3 e Remote Uninstallation: Remove
m - unwanted applications from devices

without user intervention.

Features Overview




Faster Download with P2P Technology

Optimize bandwidth usage with peer-to-peer file sharing for application distribution.

e Accelerate software distribution across your network.
e Peer-to-peer file sharing between trusted devices.
e Reduce bandwidth usage on central servers.

Download Progress  All Groups 72 Q search hostname

Chunk

. Server Agent Not Installed

© 0o o0 0

Hostname Group Router MAC Address

KCS3INWJ inactive2

Lunika-PC Lunika Windo...

Selfi support
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SelfiLenovo support



Distribution App Report

Provide a clear snapshot of application
deployment across all managed devices,
showing:

installation status
app version

user group

last seen time

[t enable administrators to:

e Quickly identify missing or outdated apps

e Track status of application updates

e Ensure seamless and consistency of
application deployment

Microsoft Office Word

@ Not instalied @ Installed

Not Installed: 5
Installed: 6
Downloading: 0

Downloading

Distribution App

Hostname =
WIN-18ICI00TQPB
KCS3INWJ

WIN-1DDC22091MQ

Lunika-PC
DESKTOP-GOUBOTH
Selfi

SelfiLenovo

Group & Status Version ¢

inactive2 Not instalied 113194.001
inactive2 Instal 113194.001
inactive2 113194.001
nita windows Not instatied 113194.001
Lunika Windows Not instalied 113194.001
Lunika Windows 113194.001
support Installed 113194.001
support Installec 113194.001

(0]

Last Connected &

2025-04-11T05:46:19.
2025-06-04T02:46:28
2025-05-05T10:33:08.
2025-06-03T08:33:41
2025-05-15T09:21:36.
2025-06-04T03:18:46
2025-06-04T03:23:58

2025-06-04T03:22:06

Pagelof1
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Prevent unauthorized apps

Application Control

Software Control + Add Allowiist + Add Blocklist

Create Blocklist Rule

e Prevent unauthorized apps, installations,
e scripts, and portable programs from
rymm— running.

- e Allowlist and blocklist specific apps by
path, signature publisher, or hash.

Restrict or permit specific applications.

Select File Type:*

Allowlist and blocklist

Software Control + Add Allowlist + Add Blocklist
Default Policy: 0 ;]

How do you want to identify the exe? p has been blocked by your system

administrator.
' Publisher & Path File Hash
Control software by digital signature
Canee m
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Device Information &

Monitoring

Gain complete visibility into your device
ecosystem with detailed inventories.

e Hardware Inventory: Query device
specifications including brand, model,
manufacturer, OS, and CPU.

e Software Inventory: Monitor all installed
applications across your device fleet.

e System Resources: View memory usage,

disk information, and temperature metrics.

e Network Configuration: Access network
settings, firewall status, and open ports.

e Security Status: Monitor Windows
Defender and firewall configurations.

OX Memory
Memory RAM
Total RAM: 1572.65 Free RAM: 80402 B Usable RAM: 1572 6B 95% RAM Used

Page File

Total Page File: 36.72 G& Free Page File: 554 GB. Managed PF: ves 84.5% Page File Used

:] Hardware Information
u Manufacturer
HP

. Service Tag

#== BIOS Release Date
B 50041725 07:00:00
a Safe Boot

Enabled

{é} CPU Details
@ Friendly Name
13th Gen Intel(R) Core(TM) i7-1355U

[Z Memory DIMMs

IIIX Memory Type
" DDR4

' I I l Memory Type
" DDR4

L

Device Model

)

@ PowerEdge RSO
@ HP EiiteBook x350 1030 G4
@ HP Laptop 14s-dgSxxx

HP Pavilion Plus Laptop 14
ewlxnx

HP Pavilion x360 2-in-1
o Laptop 14-ek2xxx

[ wen
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Device Manufacturer

@ Deliinc.
@

Operation System

@ Microsoft Windows Server 2019 Datacenter
@ Vicrosoft Windows 11 Home Single Language 10.0.26100
64-bit

@ Microsoft Windows 11 Pro 10.0.22631 64-bit

Features Overview
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Device List

Hostname &

@ o DELETING
@) new-VirtualBox

B8 DESKTOP-GOUBOTH ORETHO:
@) new-VirtualBox

@) lunikavostra

BB DESKTOP-GOUBOTH
@) new-VirtualBox

EH DESKTOP-NITA

@) new-VirtualBox

@) Kisaserver
@ tinua

@) new-VirtualBox AcTvE

Vanguar Oracle Corporatior
Vanguar Oracle Corporatior
Vanguara VMware, Inc
Vanguard Oracle Corporatio
Vanguar

Vangua VMware, Inc
Vanguard Oracle Corporatior
Vanguara innotek Gmb
Vanguad  innotek Gmb

O Security

== Antivirus Product

Display Name
Windows Defender

McAfee

== Windows Defender
Last Quick Scan

Antimalware Running Mode

Service Enabled

Antispyware Enabled

Antivirus Enabled

Antivirus Signature Version

Real-Time Protection

Features Overview

Vinuaigox

VMware201

VinuaiBox

VMware201

Antivirus State

on

off

AMD Athion 300U with Radeon Vega Moble
Gtx

Intel{R) Core(TM) i7-6700 CPU @ 3.40GHz

Apple silicon

Intel(R) Core(TM) 7-6700 CPU @ 3.40GHz

NA

Apple silicon

Intol(R) Coro(TM) 7-6700 CPU @ 3.40GHz

AMD Athion 300U with Radeon Vega Mobile
Gix

Intei(R) Core{TM) I7-6700 CPU @ 3.40GHz

2024112724 1:42:34

202401219 211500

202412123 16:28:38

20241223 102758

20241223 15:35:28

202412124 16:07:40

202412124 00:37

2026/0102 093112

202412724 14:09:00

Signature State

Up To Date

Up To Date

2025/05/19 08:49:39

Normal

Owner

Windows

Non-MS

Reporting & Analytics

Make data-driven decisions with comprehensive
reporting tools.

e Software Distribution Reports: Track
application deployment status across all
devices.

e Windows Update Status: Ensure systems
remain current with the latest patches.

e Antivirus Status Monitoring: Maintain
security compliance across all endpoints.

e Asset Management: Comprehensive
tracking of all IT assets in your
organization.



Remote Support

Capabilities

Resolve IT issues quickly without physical access
to devices.

e Remote Control: View and control devices
screen remotely.

e Remote Terminal: Execute commands and
scripts from anywhere.

e Remote System Tools: Access Task
Manager and File Explorer remotely.

e Device Actions: Perform shutdown,
restart, send notifications, and manage
synchronization.

=% Remote Task Manager

2 syncmvonize » MsMpEng.exe (1)

(& shutdown
C' Restar
o Send Notification

1 Remote Control

>
2
2
£
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B

The device is being remote controlled

Features Overview



Policy Management

Software Control

oetaut porcy: () w10 @ e Enforce organizational policies with granular
Rule Name File Type Rule Condition  Action CO n t rO | S.
o fes] Pt Priow J System-Level Settings .
Surce Deveoper,Dockern,Dockr i, Moz Disable Control Panel @ ° File Explorer Controls: Manage folder
block installer w m Lo i Disable Task Manager €& OptIOhS, d ere acceSS, coO ﬂteXt menus.

Disable Command Prompt €

e System Restrictions: Control access to

- - Control Panel, Task Manager, Registry Editor,
st Blocked Cammands ekt ® Command Prompt, and Run dialog.
ipconfig Disable Run in Start Menu (Win+R) [ ] Secu rity PO“CieS Co ﬂflg ure secure |Ogon,
Windows Updates © account lockout policies, and legal notices.

Blocked Commands Disable Shutdown Button €

File Explorer Policies Disable automatic updates ° Device Management: Set U S B d evice
Z: ;"’ Z"w° e Legal Notice © allowlists/blocklists and control peripheral
Disable View Context Menu € \Clip;: access.

GbieVonanFie@ . e Network Policies: Configure Wi-Fi settings

A COnaTEoR en This device is belong to \ostra with allowlists/blocklists.

Auto Connect

e Update Management: Centrally manage
Windows Update settings.
e etc/many more

Disable Client Stop Button

® o 0o o



Al Help Desk

Help users quickly find answers related to the

] o ° Chatbot Assistant
Vanguard DM portal without requiring manual e BN
assistance.
Halo! Saya chatbot assistant. Silakan ketik sesuatu untuk memulai percakapan.
. . o geo 16.37
e Intelligently identifies whether query °

requires documentation (e.g., how-to
guides, configuration steps) or real-time
system data (e.g., device lists, security
status)

e Delivers fast, accurate, and contextual
relevant responses to support
independent problem solving (O ——

e Future-ready: will support direct actions
via APl integration—enabling the Al not
only to answer questions but also to

execute tasks when needed
. ‘ ‘ ‘ Features Overview
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